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o Usmsliimutiswdsnazunlutdgmilunisldnussuuaeuianes
o guashuwuasunledaymszuurenduwisnldnuussiriulildaulasgaivssangam

° Y] ¢ I v 4 a a a
° LLugquLag"ﬂ@V'ﬁg‘U‘U%@WﬁLL'J%I‘V'N 'J'NLLNUﬂ'ﬁiJig‘EJﬂGﬂGUQ']U LW@LW@JUizﬁVIﬁﬂ’]WIUﬂ’ﬁ

NIUYDIDIANT
o ATIREBULATEYIIR VarmuanIawmALiAvessEUL (Specification)

o USMsi/uiluanudemevestoya (Muneazidualuiiteninudasaisvesgunsal

wazlaya)

o liAUTnwIkazUINIsWousaTenINTEUUWiea1Nsalvlddeyasunulaegdl

UsgAninmuazananudidouresioya
GUENSATYL IR

dromaluladarsaumnad swivisiagimidismalulagaisaumeazdedey luniny

SURAYRULAEIIBURD HIRN1TANNANAlATTNAY
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AauUaanievasgUnsal uazdaya

wann1s

SLUVUSUITIANITAINN UAIUABANBAISAULNA 1T BUINNA1UAINUT UAIUADAN 8D

ANTAUNA LPENINTUNDIPUTENBU 3 TaUaN LAkN

29AUsENaU AN95UNY

ANUAY n13¥nwligeaanuduresansaume lignidamewnseuy AU kag/m3e
(Confidentiality) mhsnunliladdiuneitos
ANy TR n135nwbigeaugndesadssnmeesansauna lignudtunsednluly
(Integrity) 9ENATT UATANITANTIAABUANYNABIYRIE TAUMAn w15 IUTY
nula
Aunsauly nssnwbigaanunieuldauvesansaume
(Availability)

lngasdusznoudadu ssgnihanfiarsaduyanivemsndduasaunalugniuiuag

Uaondy susilutwsnddudus ARvitesivansaume

WhneddreansiidufanssunussuuuEmsiansanusiuaaenfeasaune fo
mMsanuasvanidestlymnsasfinanusiunsaensuansauma Sudmanenndnuaiuazei
Fosuvesflinuszuu Tnsfimsnathmnedagsie fe ssuvansaumavesaaualuasinasyu
Aidusloandnlunsliusnisiessuumaluladansaumaifininusiunsaensde (information

Security)
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L UININ

1) WuUINNIUNISINNITAUEIIATUAINULUAIUADAN B ETAUNALAZAINUALN I LU

ANSYBUSUANULHE

szUUUIMIdanIsaunsUaeaduasauma Sauuimianisiansanamuidesiil
nansENUReV NS AuasaumATaNInT AN ey lunsUssdiuganianudens waslonians
Lﬁm%umaﬁaqﬂmuﬁmé’i’asﬁaqiwjﬁuaw%’Wé?iw%aiww%mﬁmﬂﬂimmﬁumﬂaamﬁamiaumﬁ i
Lifiusgansaiw 2ufen153nn13nsiian1sAa suLas (Change) Laznns¥eavelnnAnUnd

(Incident)

2)  nsasnsigunsweau

sruvasauma wisgunsaley meluveulunnisaniuau waslasun1sawun
Usznnvaamningdu easyibigussdiuldlunisiansanieseiyngeuniededivl (Vulnerability)

papnaufaAnaAw (Threat) laegrsnseunau Tnawdsoandu 5 Uszuanudn leun
Ussinnvaamningdu ‘ A9819
Hardware Asset A3 enauiImasHIYIe 9UnsalinTedy gunsalatuayulaseasng

fugusargUNIallieIves

Software Asset seuuUfURn1g seuvansawma lUsunsudszend

Information Asset foyalugrudoya tonans deyanisdedszuy Joya Log Altenns
UfjuRanu

People Asset wifnnuuazgifgtes

Service Asset USMInnuienuneuen vsemieaunigly

Process Asset NSEUILNT NSEUIUMSERE VideRanssuidWayfimnidevne gadely

wa9ziinasian1sUURNUMINNITA0I09ANS

Site Asset 971A75 @0UNA9 NuRNIshUBvalauneluanIui Wy Koudswiies

a wa ¥ v

g A A g v
WU UAIUYBLINRUI LUUAY
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3)  MIianguniwgau (Asset Grouping)

Tunsdlfinswddunatesenisiimuadieadsiunseduriafeniu Wivemsngdu
a1u15adnngunsngdu laensdnvihsenminddusenday ieandiuiusienisnsngdulung

Uszilliumudes (Wszdiudunquuaansmdgduuny) uazaiusausmsdnnisdiedu fMeganguued

=b

iNgAU naueTeIABNIMaTIAINNEY (Server), nguaunsalinTaviy (Network Device), Nguaunsal
Aetaa (Facility) 10wy tnesieazidenieuwazUuuutoyaiivufinaslunuunesudyinindadu
(IT-2FM-05) 191989910 IT-2PR-03 As8UUN15TIABIAUSENaU (Configuration Management

Procedure)
4) Uiztﬁuyjaﬁﬂ‘uaw%'wﬁﬁu (Asset Value Evaluation)

lun1susiliuyarvemindduly Muualildesdausznausiuanudunslasnsdy

(Security Components) tutnasitunisiiansan ngedatesUsznaunie

A ¥

® 1155n1¥1A21UAU (Confidentiality): nSWdaunsedauavziduminudy

Y

o '
v a

ouneliginavswintufiasanmsadhdld

o ms¥nwiAdnugndes asudausuysal (Integrity): nSwdaunsadoyaidniiu
yiofiiunTUsTInaNadzfesliaugnies asuduauysal lignivdsuutas
Tnglilasuayn e

o amundenldary (Availability): n3ndaunsedeyaszdomienldnulunai

ADINT

n
Asset Value = z (loss value of security components X Weight)
i=1

=] v

amnaNaluasinau MvualainsiasaRansenureiNMsandunmanuug C--A Tuus

CTRR q

agauyuvaensivsmMsneldveulunseuuuIMsInnsanuiuasUasniansaume lagogatoy

ATOUARY Fieil

® auasalunisliuInig wseUuRvuvemiieu (Operation Perspective)

® aNTEVUMUTDIALIIANTILAaTNINANEEal (Reputation)
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[
LYY

YaAmINEgaY (Total Asset Value) aggnuudseautuanudifay lngnsuusyidndiuode

[

WINRIaAmMINGAY (100%) MvuanEifans fail

A1 Total Asset Value (weight = 1)

High 1NN BLNAY 4 4.0-5.0
Medium 11ANIN 2 hazaenin 4 2.1-3.9
Low $RENINMIBLYINAU 2 1.0-2.0

' 1%
£a aa U g

nindFunszaudaus Hish duluasitngnssuiumsyssiiiuninuibes

Megrnsimvuayadmindduresgunsalszuu eMT lnggjatuaruainsalunisliuinig

(Operation) waznmadnwaidesdes (Reputation)

Operation Perspective Reputation Perspective

(50%) (50%)

1 (0.33) A C(0.33) 1(0.33) A(0.33)

IeUU eMT 1 4 5 3.33 5 5 5 5.00

Total Asset Value = (0.5 * 3.33) + (0.5 * 5.0) = 4.165 (High)

Vil n1sidenldyues (Perspective) kagn13iMuALINLNYBIA LA NYULYDIAINTUAY
Unensansauna (Security Component) lvifiansanmuringUseasauazidmangvesesdns (Mission)

WOAI9ANADAAR BN UAIUABINITNINGIND
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5  msszyfeaAnauiieadas (Threat Identification)

N135ryfEANANANEITEY Igiansaunnugn1salilaeiniy 15015 YeY

Y1 Ao

Tyandlunswdduansawmna sinlimsauiaualuasdnamunsulanddeanaiulatiienaintula

q

Aunsndduasaunavesaaualuasinamu lnevluduanauenaliiunainuvassne deludl

Uszan A9819

AUANAIUNNEITUYIA Wuarudesienainandefivhniusssueif nIeaniunisel

WIRANUNTRNEY Feuse AnekiiannudemeewsiunSndduasaume 1w 1
vinu wuAnlm Wi 91A1308x anindeniluiiy anunnseylu
Nuniuns nievaszuulnii Iniludl nsuseyuyudseding nie

1 a ¥ ¥ = [ ¥
Aanuldasuiseuioaluttudios Wuduy

<) [ d' a Y & a CY
ﬁﬁﬂﬂﬂ’m%’]ﬂmi\é‘lﬂﬁj wWun YANAIUNBIILN AYINNSLAINTIUNS NI A uvesaANElNaTEN

ydofUfRY awmu N13laNAsEUUIAT0YNY N1TYNINTEUU N15UdBY Virus 3o
Malware Tusguu N151091¥YINTTUNNABUNUABT HRBN1531Y

Wusu

feanaua1un15uinis | Wudsanauiionaifinanuuiuleuiglunisuimsdanis Me1adiwa
TANITNT BNTLUIUNIT | NTENURBNIARTUNITANUETAUNA

Aelumiiganu

v

< [ A a 1 1 a o = 1 1
Uﬂﬂﬂﬂmghulaﬁ/mﬂﬁﬂ LﬂuﬂsJﬂﬂmzmawmmm%aﬂmmamawaLmju nIoYoIlnives

walulagnauaualuastnasyuiianld wu ssuuneuiiines

wiosle wargunsal

6)  N133TYYRLININIagadauvawmswddu (Vulnerability Identification)
MyseydodlminTlumindau fansanan
® nansUszifiunuiAssiiiiuan (Previous risk assessment result)
o pansusziliuniglu (Internal audit report)

® LANIVIAFDUAINADAARDINIINALIATOITTUU (system compliance testing)

NaN1IALINIU v lieeAnInIuYeslInilunsndau Fevealnininatienadutesni

Tunisuninviseasidn tilugwmnisalduliiaUsvasdle
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7 mseszikarszuninsnisatuanlulagiuvedasdns (Control Analysis)

gaalyinnulunsndduarsauna Ussiludomiansanuinsnsinaunagaluasin
au lmuauludagtu Insunsnisasdisanuansenunselanianazsindunnauls 11nsnIswus

ponuaeslsznn sasaluil

e nsnstunistesriu (Preventive Controls) 1asn1signinanly wedesiiu

vieanlenaiinduanay

o 11nsstunsiisee (Detective Controls) 11nsn1sfignuunly ieiinseds

- v A A a s & W
vsawdnfeudlofamnnsaimidudeanaiy
8)  nsWasanlenmanasiindeanan (Likelihood Determination)

lanmanauiinmgnisalivanauninassanuduaslasndeveansngdu 131501310

wnsnsnitutagtu lnedseaszden fel

Likelihood Level 18828

5-ilonalinfugesin (Almost certain) | feanauilanianazginaduiinnid 1 ase aelu 1 ey

HeenvInNInsNsuNsAIuAY

4- Manmaindugs (Likely) foanauiilontanaziinduuinnda 1 a5 anglu 3 ey
Wasnunsnistunisavauliwismedenistesdude

ANANY

3- Tlemainduuunans (Possible) | feanauiilonianaziinly ¥seiAeiinduainnit 1 A3
nelu 6 Wou esmnumsnislunisaavnuliiisansuas

aUsganaanlunslesiudenneiy

2- Alanainduties (Unlikely) foanmuillanianavintunioneindulssunn 1 A
aely 19 Wesndumsnistunisauauiieanadanis

Uasiusfizanany

o (% I P o a dl” A a dy o 5
1- flonatRntutiosunn (Rare) ﬂEJﬂﬂﬂ’]iJiJI@ﬂ']ﬁVl‘UuLﬂWUu MIDLALLNAYUUTTUIU 1 ATY

aely 5 U iflesnnduinsnislunsmivauiiisanaasd

UszdvSamsenistesiuduanay
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9)  AMINITAUNANITENU (Impact)

v

NTUNTLAVVBNANTENUNTABUINIUTBFINY vnLindeanay lnellswazden fail

STAUVDINANTENU S18aZL08n

5- Julss (Critical) ANANIENUBEITULIY FaANiuAsUaBnievaImMINdduasaumeLay

AnuaLiloslun1slwusnig (Service Continuity) d@4NanNIENUADAT
geudsnudnunrauaudunslasnisasaumaluszaugaianued

NINGAULU (019ADIUTENPILKNY BCP)

[y

4- 170 (Major) Huan3IzNuIN FoAIUNUAIUABAABYDINSNIFUATAUNA LazTyAU
N5lAUSMT (Service Level) o19dsHansenusiensaydenmanyasiu

AufiupsUasadgansaunalusyiugauemsndduiiug (nsenuiussuy

pANUINEIUSIELNTalAUS NS Le)

fxansznuyIunang AeANULUAIUABANYYBININEAUASAUNA WAL

3-U1uUnang

SELAUNISIAUINNT (Service Level) 9@ 9NaNIENUA DNTA QLAY
(Moderate) v

AdnuzAumLiuataeniasaumdlusziuluna e mIngau

W (nsenuiussuuNaduayussuunan)

finansenutanios foAUITUAIUARANIUDINSTNEAUANTAUNA Wit lyl

2- \éniday (Minor)
NIENUABIEAUNITIIUINS (Service Level) 81adamansenumanIsgeyde

ANz UATuAUaoAfsanTaumAlun S NG FutiuY

1 ] o o v o o
1-13~if|5~laﬂ351/|‘U luﬂﬂaﬂiuﬂu ADAIMULUAIUABANEYBINTNHFUSNTAULNA LAZTLAUNIT

(Insignificant) T9u3n15 (Service Level)

10) NISNAITAUITLAUAINLELS (Risk Determination)

AMLUNITUTLLNUANULA 9D WO AUBLALANNUATLAUANULEIN AU AN ALUATLN
awugeausule (Acceptable Risk Level) 3udsnisiunuauuimalun1sdnnisanandesiigenitseiu

a A v Yy
AN sgaNsula
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11)  NISNATUITLAUANULHLIVBINSNIRU

AMSRAITUITEAUAINULE GIUDINT WO AULAALITIUNTT LTLNUNNITARINTUININNGT

sioluil
NANTENU
Likelihood - 2 - Minor  3- Moderate  4- Major 5- Critical
Insignificant

5- Almost Certain
4- Likely M M H
3- Possible L M M
2- Unlikely L M M M b
1- Rare L L L b H

o

Aeduny  E: sgAugenn (Extremely High)
H: sgauga (High)
M: seauUIunane (Medium)

L: szaua (Low)
12) n1sWansansEauANiiasngausule

LY

szuAudssiaaaluasinamueensulaiy mvualisealunindduiniiszau
q' 1 ! 1Y) ) 1Y) v fa ada o & . Y PR 4 v v
ANULALaYNI1TEAUE (H) dmsunindduniianadesudszavge “H” Juld Widves

PINGAUTIUAURVBIANULASIAINUARLINITIUNTIRNTNSNE AU LU
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13)  msIN1sANAEIaTaInsn1sAdUANTnInlY (Risk Treatment and Control

Recommendation)

WonTUHaN15UIEIUANNAEIRMSNE AU LagnudnAIAudsswemsngduas
nsyAuaNUdsInaanalasinamueausuls iivemindduningid innsanwuimislunis

Fansmudesdaed 4 wuavns Toua
o nswauUAUEY (Accept Risk)
® nsanALEse (Reduce Risk)
o nisaneleunudes (Transfer Risk)
o MsvAnAEAIILEYS (Avoid Risk)

WHIDLEDNLUIMNGIUNITINNITANULASLALAT LI1UDIANULEES SADIAINUANINTAS

ATUAL waguunsaLiunulunsInnsaNLEe
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N155N¥IANUARANY

wann1s

& A

wevwaduiliinguszasdiiouanuasssidsulUadmsudldaunsalneuiiames deviny

9

Mlunsdnyssendld wagindloyaiiuindug nagthaldluunsaniunised
VBULUA

NINYINTNUTMNS wazgualaedrawmaluladansaumanigldulovigatuilnseunaugunsal
wazlusunsuneuiinnes na1s wazdedlds1ads Jeyailiivuugunsalineuiunesuivie naenau

£ dl' o A & o A 1 Nal = L&Y < 1
VBUABDU € T@Qﬁﬂ?ﬂﬂﬁiiﬂﬁiﬁﬂaﬂnu%Lﬂ‘UU‘lJﬁ’eJ’eJu ¢ bUYU YATDU Wl 3QNGQQUﬂ3€UQ®LﬂUU33LﬂVIWN 9

Y

'
= L

Meglunsaseuaseashemaluladansaumevsemihsnulanigliauaualuasinamu

Y

LUININ

A 1 & A ) 1 = 1 £ I A o
ﬂ’]ﬁL%@ﬁJﬁ]@VIQVILUUﬂWi%’JﬂﬁW’JLL@ZO’]’]SN’]‘H?Z‘U‘ULﬂi’e)slﬂEJG]’ENLU‘IJI‘iJGﬂQJVIﬂ'W?/iUWI}ﬂ‘NUIEJU’]EJ

¥
v A =

adull Fensounquiian1siensiadsluseAudoyavodn3ainoun AT uAazAT 07 BNy

w3818 Wazgunsallnsfninldeusiasiy

guUnsalmouiumeifianaualuastnamulillfidudives anidoudoruszuuiaiotigves
anen + ldveuleldfunsousidlaeddnnisauien o lnodemaluladasaumavoanuanslums
fnnidemvesteyafifinisdmiussuuieiorns uasmndanusuiulunimsnaeudemiidsd
annsauddimiideifuinveufanssuiifamdudulunndeuse Wofunsunsianiunis

#3396 U

ulgurgn1saruaunsidifessuuuazdayassaumea (Access Control Policy)

e msougnliiinsdfessuuuazdeyaansaumala 9 Annu doslusgiuannudnduly

ANSV9U

e nsiinfssvuukadeyaasaumadesinsiududinunoudasidnldauls wu ns

o v

fududnulagldvenldu (Username) Lagsiianiu (Password) 1udu

Y

Doy

e gaullmsimuadndeltlun1sidnfessuuiasteyaansaumna wasaeiin1sMuadng

Y

AlduluszAugs
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¢ lunsitnldnuvesdldnulusziugazassinissesveldnudyddldnunidnsgsluud

(%
[

YA

2

s
a

¢ lauaszuuansanenansusewdsulasdnsiunsdifinianisaliienvdmansenuse

mMsliusnsszuulardeyaasaunalanuauman ey

[y

o Liougalvidnisldanusianiusaiu (Default Password) Aiiaunivgunsainseniuniu

AIAIAIAINLTNU

¥

o $1wesszuunielguaszuumsinismuniudnsilafinseygnlidudldauegis

Y
Ao
a o o A aad v e v | ~
e asiinsdavinenaisuansdninldlunisidifeszuunazdeyaasaunanieg tieldly
ANSNUNIULATATIVADUNITLIND
I3 ] v a ] Aaa £ L. P
o winnuiiianuUszamdesaidnldaus uBe ldeuniiansas (Privileged Account) Aas

VLU UNDIU5D978 ”aﬁ;:ﬂ%muﬁﬁ 5 &4 (Privileged Request Form) (IT-2FM-07)

[ J
e

puaszuuTufinnzdoultnTdldiiansas (Privileged Account Inventory) (IT-2FM-09)

o

dmsulaluniseeda

dn1azuInaaun1sidaussuunaNInasvasaNnANE luasENa Y

Jagtuildemalulagarsaumeaniiunsguanisuiinussuuneuiinmeiaigluesdns
el dhawmalulagansaunarsyinninfguadansdyyinisindanaieuenivanay < Wil
Fyandulununaniidmunegiefiussans amuazdunuilianzay winnuildsunseysifaz

A5 ST UULAS DU BLAE NS NEINSABNR MBS IARaaALIaN

drewmalulagansaumaladalidiniisadvayuy wasgrsmdonisldaunsuiumnes i
Aldunfesmsiiiiusedeldnu vIsiniuniseusy vsedenisienalsusenaunsidaussuy

ABUNLNDS

v A

wAseverldaulussuvegmeladerinunseluil

e sy ldnuazgnasrdanisidaudydarmidiuazdadninisidissuulage e

wAlulad @a15au AU Ll ala S ULBNA@ITWIINWNITUN UANIN (User Account

1<

Termination) Luangdnuaidnysanununuana wazdemaluladansaunaaiunsai

[

wsriunevedlinunieudeyaveminnulaeiing o Jurmdnauaiesn

Y
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¢ humalulagasaunainiinlunisasiaaeuiuiidngseuvargavesmtdnauiaiesn
(Check Last Logon Date) lunsaififin1sudsatoanaidmsesiinisiandnegiuasiantini

v

Tngseyludiusvasideaiinfuvaawuunesunisiinaoudnsldanudndgly wfaududn

v Y

‘Viﬁﬂﬁ’mﬂﬂiﬁi’mﬁ@U

o suirhamaluladasaumaveanudnilunisseiunisldau visauneverldnu e
fimnudndu wazlunsddainarn wanddrewelulagarsaumeazrinniseudfaram

ApuNITdINSIsEduUnNSan1TaU

o hamalulagasaumailntnigldnunsiaaey vselideusianisiingszuule 9

ellTueyiudedninuesssuuusiagszuu alle nsdldinanasinduisedioldiinis

NINFUAIINB1992NNTALLTANINTNITANUUADAN BVDITEUUADUNUADILVINUUY

o hamalulagasaumnaanuanslunisssivavslunsidssuule o Weldiinsiiansan

LA17197198iM avkiiniInsgIUNTSNIANUABASESTUUADNTIINDS

o hawaluladasaumaminun Session Timeout lumsldauszuudumnsgIud

JrEEIa1 20 Wi
o humaluladansauwmeanvuan1saasiad1u (Password Management) Aaailsuuuusiail

= ! ('I) ! A
fmuenladningt 8 fonwes

®  UsznaummsnyINIwBsInguminlrgegsiloy 1 6
o  UsznaumemonyInwsInguifuiianegeies 1 i
o Usznaumelaraeeues 1 6

e dauldusiiaruyn 90 Ju

1%
[y Y] 1

o syaruUdsulvddaslignfusHaruRy
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